kerlink

communication is everything

Wanesy Management Cockpit
Release note of version 4.9

i
S |

WALY
I
L
A

%
5

SR PRy
[ A

Wy = = d e

V1.1 — May 2025




Aan'A
1. New features

a) Basic Station configuration at gateway level

b) Sending custom JetPorch script (added in release 4.9.1)
c) Filtering on Firmware version

d) Other features & improvements

2. Restrictions solved
3. Constraints and restrictions
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1.a NEW FEATURES
Basic Station configuration
at gateway level
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Basic Station configuration — Introduction kerlink
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e Add possibility to , With the
following perimeter:
= Only configuring is supported in this release
= Configuring Basic Station is only possible , it will possible at group level

(for a batch of gateways) in a next release

e Configuring Basic Station
installed on the gateway:

i for a gateway running on

: for a gateway running on , integrated by default in KerOS 6.3
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Basic Station configuration — Introduction

* The feature is only allowed for

* New

= Gateway overview

OVERVIEW KPI CONFIGURATION

General Backhaul
LoRaWAN
Status ®
Software update
EUI

Creation date
Customer
Name
Description

Backhaul

OPERATIONAL

7076FF0064040698 IE
2024-04-23 08:53:40
kpi-development
7076FF0064040698

iFemto-evo 868 - gpi

Undefined
Public IP address 82.65.159.8
Groups cellular-test-mixed demo2811 0 supervised
Active alerts
Alert type Start date Acknowledged
Ethernet consumption forecast (® 2024-12-1215:31:13 (] "‘ (O]
Items per page: | 5 - 1-10f1
Cellular
IMEI 867698043568610 |[j
ICCID

entry added in gateway overview menu:

Barre Bughet

Health @
CPU

RAM
Disk

Load average 15 min
CPU Temperature

Uptime

oL

and roles

7076FF0064040698 - 7076FF0064040698 ACTIONS

verEungI

é o
2 \ Qgﬁ’; Position: Manual
& E:Jr -‘! %‘7&_)
/ i A N
: 1 Qo g, % Z WARCY Coordinates
&’ oot 2 b
Srons %
= put % ,_g
e s & Latitude 45.2069869
o] o
% ‘J” L i Longitude
b g =

5.6584725
p=g
¢ Ground height

D 1532
R —
A o "ttty i
% J'Jay
%
OpenSireeiMap contributors
Last telemetry message:

Installed packages
20 minutes, 53 seconds ago

Name Version
| 1%
keros 6.1.2
| 42%
[ ] 14 %
0
18 hours
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Basic Station configuration — Introduction kerlink
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* New dedicated page , including two parts:

= The LoRaWAN configuration of the gateway, with possibility to select the LoRaWAN
network mode:

= The informations related to the last configuration command sent to the gateway (if any)

= ) Gateway LoRaWAN configuration o

OVERVIEW KPI CONFIGURATION 7076FF007F04000C - 7076FFO07F04000C AcTiONS = (&

LoRaWAN configuration Last configuration sent

GENERAL ( f} Mo configuration sent to the ga :a )l

LoRaWAN network settings

Select a LoRaWAN network mode -

LoRaWAN configuration

GENERAL

LoRaWAN network settings

Select a LoRaWAN network mode
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Basic Station configuration — Mechanism kerlink
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* The feature is based on the implementation of a between the
Wanesy Management Center and the gateway

. (which are for
example used to send a Magic link or a backhaul configuration to the gateway)

* The gateway checks for a pending CUPS configuration on server side:
= At startup of Basic Station
= Then each hour in nominal mode

 When checking for a pending CUPS configuration on server side, Basic Station notifies
the server with the current configuration present on the gateway (if any):

= LNS URI
= CRC of credentials

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author



Basic Station configuration — LNS Server

e Configuration of

. address of the LNS connection endpoint

, 3 modes are supported:

(default)

LoRaWAN configuration

GEMERAL

LoRaWAN network settings
Basic Station

Basic Station configuration (@)

(@ LNS Server

kerlink

communication is everything

LNS URI *

— Authentication mode

TLS Server and Client Authentication (default)

TLS Server Authentication
TLS Server and Client Authentication (default)

TLS Server Authentication and Client Token

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author



Basic Station configuration — LNS Server / mTLS kerlink
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° (defa u It): LoRaWAN configuration

GENERAL

= |n this mode, the gateway authenticates the
LNS server by establishing a TLS connection,
and the server verifies the identity of the Basic Station
gateway by asking for its certificate, as well as = = setonconfiguation @

LoRaWAN network settings

a signature with its private key © e
LNS URI *
= The following parameters are mandatory: _

o the Server’S CA certificate’ WhiCh {TLS Server and Client Authentication (default) -
enables the gateway to establish trust with o [
the LNS server

O the gateway certificate U | Certficate

® the gateway private key 0 | ey
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Basic Station configuration — LNS Server / TLS kerlink
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) : LoRaWAN configuration
* [n this mode, the gateway authenticates the
LNS server by establishing a TLS connection RN petwerk setngs
Basic Station -

* The following parameter is mandatory:

Basic Station configuration (&)

O the server’s CA certificate, which @ LNS Server
enables the gateway to establish trust with NS UL
the LNS server ——
[TLS Server Authentication -
O | Trust*

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author



Basic Station configuration — LNS Server / Token kerlink
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’ : LoRaWAN configuration
* |n this mode, the gateway authenticates the
LNS server by establishing a TLS connection, FeRatA netwerk etings
and the server verifies the identity of the Basic Station .
gateway by ChECking ad secu rity tOken Basic Station configuration (7))
provided by the gateway @ LS Server
LNS URI *
= The following parameters are mandatory: -
O the Server’s CA certificate’ WhiCh (TLS Server Authentication and Client Token -
enables the gateway to establish trust with
@I Trust *
the LNS server
O contained in one or more HTTP
header fields, with the possibility to upload .
a token file or to/manually enter the fields

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author



Basic Station configuration — Send a configuration

* Once triggered with the button, the

kerlink

communication is everything

* |t is possible to cancel a LoRaWAN configuration command only if it has not yet been
sent to the gateway, i.e. when its status is © created OFr

Last configuration sent

Creation date Application date Status
2024-10-22

- © Created
16:58:22

|

Last configuration sent

Creation date Application date Status

2024-10-22
16:58:22

Last configuration sent
Creation date Application date

2024-10-2216:58:22

Status

Last configuration sent
Creation date Application date Status

2024-10-22 16:58:22 2024-10-22 16:59:34 > Sent

Last configuration sent

Creation date Application date

2024-10-2216:58:22

2024-10-22 16:59:34

Status

® Cancelled
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Basic Station configuration — Last configuration sent kerlink
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* The following

(if there has already been one sent) are displayed:

= The creation date of the configuration command

= The application date of the configuration command (corresponding to the date when
it was sent to the gateway during a Basic Station CUPS exchange)

= The status of the configuration command

= A button to cancel the configuration command (if not already sent)

Last Cﬂnﬂgura‘[iﬂn sent © Created Command created
f Command ready to be sent to the gateway
Creation date Application date Status o Command sent to the gateway
Cancellation of command requested
2024-12-13 15:57:05 2024-12-13 15:58:44 > Sent © Cancelled Command cancelled

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author



Basic Station configuration — Pending configuration kerlink
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 When a Basic Station configuration command is pending, it is not possible to send a
new one as long as the current one has not been sent to the gateway or cancelled

LoRaWAN configuration Last configuration sent

GENERAL Creation date Application date Status
2025-0113 )
_ . Pending & CANCEL CONFIGURATION
LoRaWAN network settings 11:37:12

Basic Station configuration @

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author



Basic Station configuration — Pending configuration kerlink
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* A pending LoRaWAN configuration command on a gateway is identified by displaying:
= An orange dot next to the LoORaWAN entry in the CONFIGURATION menu

= The total number of pending actions (including configuration and software update) in the
CONFIGURATION menu

= A status badge with the total number of pending actions (including configuration and
software update) in gateway list (with filtering option)

= = Gatewayoverview

Gateways B C
2 _
OVERVIEW KPI CONFIGURATION L Status © Gateway EUI Creation date Name Description Backhaul Actions
O OPERATIONAL .:@ 7076FF0056050928 F_D 2023-12-09 09:53:53 7076FF0056050928 iStation 868 Ethernet |Z, E
Bac kh au | O OPERATIONAL 7076FF00640401C8 rD 2024-03-20 12:55:55 7076FF00640401C8 iFemto-evo 868 Ethernet |Z, ]EI
O OPERATIONAL _:@ 7076FF0064040698 rD 2024-04-23 08:53:40 7076FF0064040698 iFemto-evo 868 undefined |Z, ]ﬁl
L] —
LORaWAN U OPERATIONAL 7076FFO07F04000C T_D 2024-01-10 16:01:19 7076FFO07F04000C iZepto-C 868 Cellular =
O OPERATIONAL 7276FFO02E0505AE T_D 2024-06-19 15:41:14 T276FFO02EQS05AE iBTS 868 Ethernet = o
2
Software update
[tems per page: | 5 - 1-50f10 1 > >
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Basic Station configuration — Configuration received kerlink
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* 10 seconds after the configuration update: S
= Basic Station recontacts the CUPS boot e
server to notify it with LNS URI and CRC of
credentials Lomanan et s

= The configuration received from the gateway
is compared to the configuration previously
sent and a message indicates if the
configuration is up to date or not

Basic Station CUI"lflg.J"aTII}r'I G:l

TLS Server and Client Authentication (default)

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author
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1.b NEW FEATURES
Sending custom JetPorch

script
(added in release 4.9.1)




Sending custom JetPorch script kerlink
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e Add possibility to

* JetPorch is a tool capable of interpreting simple Ansible playbooks
* Only supported by KerOS 6 firmware

* Install packages, configure, start or stop services as well as execute commands
on your gateways running with KerOS 6

 Being autonomous in configuring your gateways, without the assistance from
the Kerlink support team

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author



Sending custom JetPorch script

* New option added in the software
update lists, both at gateway and group levels:

= ¢ Gateway software update

7076FF006406039B - 7076FF006406039B

Installed packages

keros 6.3.0 No data available

Update gateway

— Select a software update *

kerlink

communication is everything

| a

Custom JetPorch

* A textarea allows you to enter the
, this one is parsed and validated before

being sent to the gateway

Custom Magic Link

Update Ker0S 5.11.0

Update gateway

Custom JetPorch

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author




Sending custom JetPorch script kerlink
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* Refer to KerOS 6 Wiki for Getting started with Ansible playbooks and JetPorch

* Example of script to install the Basic Station package:

: Install the Basic Station package

- all

- basicstation

: Enable and Start the Basic Station service

- all

: basicstation
: true
. true

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author
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1.c NEW FEATURES
Filtering on Firmware version




Filtering on Firmware version kerlink
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 Add in gateway list:

= New column hidden by default (but no possibility to sort it)

= Possibility to , only available when a customer is selected

Filter ~
Select status - ® Creation date |
Name Description Select backhaul - Select a group -

Select firmware version
IME ICCID 6.1.2,5.11.0 - I Actions in progress
Gateways B C
A 4
Status O Last telemetry Gateway EUI Creation date Name Description Firmware version Backhaul Actions

O OPERATIONAL 2025-01-27 12:02:25 7076FF00640401C8 I—D 2024-10-29 17:09:13 7076FFO0640401C8 iFemto-evo 868 5.11.0 Ethernet & m

O OPERATIONAL 2025-01-27 11:39:15 7076FF0064040698 IEI 2024-04-23 08:53:40 7076FF0064040698 iFemto-evo 868 6.1.2 Undefined # m

: OPERATIONAL 2025-01-2712:09:25 7276FFO0ZEQS05AE IEI 2024-06-19 15:41:14 7276FFODZE0505AE IBTS 868 5.11.0 Ethernet El E[

O UNREACHABLE 2024-09-27 15:56:30 7276FF003904023B D 2024-02-05 15:16:43 7276FF003904023B iFemto 868 5.11.0 Ethernet = o

: OPERATIONAL 2025-01-27 11:34:57 7276FF00390703F4 |E| 2024-12-10 12:09:03 7276FFO0390703F4 iFemto 868 511.0 WiFi E, E[

Items per page: | 25 ~ 150f5

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author
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Filtering on Firmware version

* Adding
the :

= M Wanesy cockpit o

when clicking on a firmware version on

Customer Group

2ol

customer *

kpi-development - 17 28 Select a group - )
groups gateways gateway
in customer Add group in customer Add gateway in group
Connected gateways ® Connected gateways' availability rate ®

Evolution over last 30d

20-

15-

10

Latest value: 36.8 %

L L L L L P L L D D L [N

Backhaul distribution

@

M Cellular
Ethemnet
Undefined

M Unknown

W WiFi

| |
Dec18 Dec20 Dec22 Dec24 Dec26 Dec28 Dec30 Jan01 Jan03 Jan05 Jan07 Jan09 Jan 11 Jani13 Jan 15

Keros firmware distribution

5

6.y

@Eﬁosvaramr 5110 372

nb Giws 4

5101
R11.0

.01

i.1.0~rc1
Wm612
W620

6.2.0~rc4
Woxy

Unknown

Evolution over last 30d Latest value : 99 %

100~

80
60
40
20

0-

[ | [ | [ | [ [ | [ | [ [N | [ | [N | [
Dec18 Dec20 Dec22 Dec24 Dec26 Dec2d Dec30 Jan01 Jan03 Jan05 Jan07 Jan09 Jani1 Jani13 Janis

Number of valid LoRaWAN uplink messages ®

Evolution over last 30d

15,000

10,000~
- III
R T L D T I L P N P D D P N D L

Dec18 Dec20 Dec22 Dec24 Dec26 Dec28 Dec30 Jan01 Jan03 Jan05 Jan07 Jan09 Janii Jan13 Jani5
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Filtering on Firmware version

* The

that was clicked on is

Keros firmware distribution

5.10.1

W10
@ 5.11.0
KEROS Version 5.11.0 2.7.2
3.0.1
3.1.0~rct
W61z
W620
B.xy 6.2.0~rcd
Bexy

Unknown

nb Giws 4

= @ Gateways management

Select a customer

kpi-development

kerlink

communication is everything

@ ADD GATEWAY @ IMPORT GATEWAYS

Filter ~
Select status - Gateway EUI(s) @ Creation date G
Name Description Select backhaul - Select a grouf -

A 4
IME ICCID 5.11.0 - I Actions in progress
Gateways v B C
Status O Last telemetry Gateway EUI Creation date Name Description Firmware version Backhaul Actions

: OPERATIONAL 2024-11-1916:0817 7076FF0056050928 rD 2023-12-09 09:53:53 7076FF0056050928 iStation 868 5.11.0 Ethernet |Z, E

: OPERATIONAL 2024-01-08 17:31:20 7076FFO07804003A rD 2023-12-09 09:53:53 7076FF007804003A iZepto-E 868 5.11.0 Ethernet |Z, E

: OPERATIONAL 2024-02-2017:10:02 7076FFO07F030024 rD 2023-12-09 09:53:53 7076FF007F030024 iZepto-C 868 5.11.0 Cellular |Z, E

: UNREACHABLE 2025-01-1714:3724 7276FF003907025A rD 2023-12-09 09:53:53 7276FF003907025A iFemto 868 5.11.0 WiFi |Z, E

Items per page:

25

- 14074
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1.d NEW FEATURES
Other features &
Improvements




Other features & improvements kerlink
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* Adding

the gateways with a poor signal strength, that may explain a failed update in case
of cellular backhaul used:

to help easily identify

= £ Group update dashboard

OVERVIEW CONFIGURATION

cellular-test-mixed [4 W C

Group update details View all group updates L-=|q

Name: 1 Creation date: 2024-12-04 09:17:39 Status: », Partially sent
Sent Cancelled
67% 33%
2 Gws 1Gw
Click on a status to list the corresponding gateways
Gateways List all statuses L'=IQ. Last refresh: 23:08:55
Update status Application date Gateway EUI Name Connection status (&) Cellular strength
> Sent @® 2024-12-04 09:37:18 7076FFa07F04000c [0 7076FFo07F04000C OPERATIONAL 7%
& Cancelled (O} 2024-12-04 09:27:05 7076FF007F030024 1) 7076FFO07F030024 UNREACHABLE 45 %
> Sent (O} 2024-12-04 09:55:10 7076FF0064040608 I 7076FF0064040698 OPERATIONAL
ltems perpage: | 25 = 1-30f 3
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2. RESTRICTIONS SOLVED




RESTRICTIONS SOLVED

e Custom Magic Link : leading spaces are not stripped [SOLVED]

* Get logs not working on KerOS 6 [SOLVED]

 Abnormal behaviors observed in firmware version management [SOLVED in release 4.9.1]
* Bad detection of Wirnet iFemtoCell-evo WiFi [SOLVED in release 4.9.1]

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author
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3. CONSTRAINTS &
RESTRICTIONS




CONSTRAINTS AND RESTRICTIONS kerlink
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e Configuring Basic Station requires a minimum release of Basic Station intalled on the
gateway (Basic Station 3.3 for KerOS 5 and Basic Station 4.2 for KerOS 6)

e Configuring the backhaul interfaces and LoRaWAN network settings is only possible at
gateway level, it will possible at group level (for a batch of gateways) in a next release

 Minimal mode for get logs command is not available for gateways with KerOS 6 FW

RSSI/SNR distribution graph is only available for last hour

* A relogin is necessary for the changes on the user’s rights to be applied

* Feature for importing gateways by CSV file is limited to Kerlink team (no access for
customer), please contact Kerlink support team if you need to declare many gateways

© Kerlink Strictly Confidential — No reproduction, distribution or transmission in any form without the prior written authorization from the author
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