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1. New features
a) Backhaul configuration at gateway level

b) Bulk feature

c) Alerting feature – Notification by Webhook

d) Other features & improvements

2. Restrictions solved

3. Constraints and restrictions



1.a NEW FEATURES
Backhaul configuration at 

gateway level
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• Add possibility to configure the backhaul interfaces of a gateway: 

▪ The feature is only allowed for SERVICE_ADMIN and CHANNEL_ ADMIN roles

▪ Configuring the backhaul interfaces is only possible at gateway level, it will possible at 
group level (for a batch of gateways) in a next release

▪ New entry added in gateway overview menu:
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• New dedicated page Gateway backhaul configuration, including two parts:

▪ The backhaul configuration of the gateway

▪ The informations related to the last configuration command sent to the gateway (if any)
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• The gateway reports its backhaul configuration to the Wanesy Management Cockpit
in the following cases:

▪ When the configuration is locally modified, manually or through the Web interface

▪ When a configuration requested by the Wanesy Management Cockpit has been applied

• The date and the content of the last backhaul configuration received from the 
gateway are displayed in the header of the block:
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• Once received from the gateway, the backhaul configuration is displayed in the tabs:



Modifiez le style du titreBackhaul configuration – Last configuration sent

• The following informations related to the last backhaul configuration command 
sent to the gateway (if there has already been one sent) are displayed:

▪ The creation date of the configuration command

▪ The application date of the configuration command (corresponding to the date when 
it was sent to the gateway, in response to the receipt of a telemetry message)

▪ The content of the configuration command sent (displayed in a popup)

▪ The status of the configuration command

▪ A button to cancel the configuration command (if not already sent)
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• Configuration of activation & priority of backhaul interfaces:

▪ Possibility to change priority between backhaul interfaces by dragging and dropping blocks

▪ Possibility to disable a backhaul (WiFi or Cellular), but not the Ethernet one

▪ Only the backhaul interfaces supported by the gateway are displayed
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• Configuration of Ethernet interface:

▪ Network mode: DHCP (default), Static IP

▪ Parameters in case of Static IP:

o IP address (mandatory)

o Netmask (mandatory)

o Gateway (mandatory)

o DNS server 1 (mandatory)

o DNS server 2
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• Configuration of WiFi / Access Point list:

▪ Possibility to add several Access Points in the 
list, with the following parameters for each one:

o SSID (mandatory)

o Passphrase (mandatory)

▪ Possiblity to update the passphrase of an 
Access Point in the list:

o The already configured passphrase is hidden for 
security reason

▪ Possiblity to remove an Access Point from the 
list

Backhaul configuration – WiFi
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• Configuration of Cellular / PIN code:

▪ The already configured PIN code is hidden 
for security reason

• Configuration of Cellular / Default APN:

▪ APN

▪ Username & password:

o The already configured password is hidden 
for security reason

▪ Authentication method: CHAP (default), PAP 

▪ Protocol: IPv4 (default), IPv6, IPv4 + IPv6
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• Configuration of Cellular / APN list:

▪ Possibility to add several APNs in the list, with 
the following parameters for each one:

o APN (mandatory)

o MCC & MNC (mandatory)

o Username & password

o Authentication method: CHAP (default), PAP 

o Protocol: IPv4 (default), IPv6, IPv4 + IPv6

▪ Possiblity to update an APN in the list:

o The already configured password is hidden for 
security reason

▪ Possiblity to remove an APN from the list
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• Once triggered with the                              button, the backhaul configuration 
command will be sent to the gateway when the next telemetry message is received

• It is possible to cancel a backhaul configuration command only if it has not yet been 
sent to the gateway, i.e. when its status is                 or                 
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• When a backhaul configuration command is pending:

▪ The backhaul configuration displayed is the expected one (once it has been sent and taken 
into account by the gateway)

▪ It is not possible to send a new configuration command as long as the current one has not 
been sent to the gateway or cancelled
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• A pending backhaul configuration command on a gateway is identified 
by displaying:

▪ A red dot next to the Backhaul entry in the CONFIGURATION menu

▪ The total number of pending actions (including configuration and 
software update) in the CONFIGURATION menu

▪ A status badge with the total number of pending actions (including 
configuration and software update) in gateway list (with filtering option)



1.b NEW FEATURES
Bulk feature
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• Bulk feature is based on a basket concept, accessible from gateway list:

▪ Possibility to select all gateways from the current page (after filtering)

▪ Possibility to select gateways one by one
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• Gateway list with selection in basket:

Link to bulk 
operations page

Option to unselect 
gateways one by one

Option to unselect 
all gateways

Number of gateways 
selected in basket

Option to select all gateways 
from all pages
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• Dedicated page available for bulk operations:

List of selected gateways

Bulk operation

Option to unselect 
gateways one by one

Option to unselect 
all the gateways
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• Add gateways to a group:

• Remove gateways from a group:

The group must have been created beforehand
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• Move gateways from one customer to another:

• Delete gateways:

Current customer to which the gateways belong



1.c NEW FEATURES
Alerting feature –

Notification by Webhook
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• Add possibility to be notified of alerts on your gateways by configuring a Webhook as 
an alert destination to receive associated events:

• The notification applies to all the gateways in the alerting group

• All the events (opening, updating, closing) related to each alert trigerred are published

Alerting feature – Notification by Webhook
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• Each alert event is sent as an HTTP POST command with a JSON-encoded payload

• Examples for opening, updating and closing an alert:

Alerting feature – Notification by Webhook
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{

 "alert_type":"LoRaWAN uplink disruption",

"gw_eui":"7076FF00660405DE",

"customer_name":"kerlink",

"customer_id":340261,

"group_name":"alerting-group",

"group_id":736449,

"date":"2024-10-25T09:00:41.216388Z",

"operation":"open",

"status":"anomaly",

"reason":"No valid LoRaWAN message received for 24 hours."

}

{

  "alert_type":"LoRaWAN uplink disruption",

 "gw_eui":"7076FF00660405DE",

 "customer_name":"kerlink",

 "customer_id":340261,

 "group_name":"alerting-group",

 "group_id":736449,

 "date":"2024-10-25T11:02:28.308452Z",

 "operation":"close",

 "status":"correct",

  "reason":"Valid LoRaWAN messages received during the last 24 hours."

}

{

 "alert_type":"LoRaWAN uplink disruption",

"gw_eui":"7076FF00660405DE",

"customer_name":"kerlink",

"customer_id":340261,

"group_name":"alerting-group",

"group_id":736449,

"date":"2024-10-25T10:01:27.628380Z",

"operation":"update",

"status":"anomaly",

"reason":"No valid LoRaWAN message received for 24 hours."

}

Alert opening

Alert closingAlert updating
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• Configuration of Webhook / URL & Headers:

▪ Possibility to enable/disable notification

▪ URL where you want to receive the alert events 
(mandatory)

▪ Possibility to add several Custom Headers in the 
list, with the following parameters for each one:

o Key (mandatory)

o Value (mandatory)

▪ Possiblity to update a Custom Header in the list:

o The already configured values are hidden for 
security reason

▪ Possiblity to remove a Custom Header from the 
list
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• Configuration of Webhook / Security:

▪ Possibility to select security from 3 options

▪ None (default)

▪ mTLS, with parameters:

o Certificate (mandatory)

o Key (mandatory)

o CA certiticate

▪ Basic Athentication, with parameters:

o Username (mandatory)

o Password (mandatory)



1.d NEW FEATURES
Other features & 

improvements
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• Adding number of gateways in group list & overview:

Both number of gateways (in group and customer) are clickable 
and automatically redirect to the filtered gateway list
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• Adding possibility to filter on a batch of gateways by copy/paste a list of EUIs:

▪ Number of EUIs that can be copied/pasted is limited to 100

▪ Accepted separators: comma, semicolon, pipe, space and tab
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• Adding possibility to filter the gateways on a part of EUI:
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• Adding cellular signal strength in gateway list:

▪ Information displayed in a new column, hidden by default

▪ Possibility to sort column by signal strength
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• Adding KPI graphs in group overview:

▪ KPI graph [Connection status] distribution

▪ KPI graphs [Backhaul] & [Keros firmware] distribution
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• KPI graph [RSSI/SNR distribution]:

▪ Adding color code on message reception areas to help evaluating the radio link quality

▪ Color code explained in information popup

 Optimal radio conditions

 Good radio conditions

 Weak radio signal

 Noisy environment or collisions, risk of message loss

 Very noisy environment or high-level blockers

 Devices too close to the gateway

 Problem of RSSI measurement (bad calibration of antenna gain, feeder losses 
or defective receiver)
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• KPI graph [Frequency usage distribution]:

▪ Improvement by using the same set of frequencies for both graphs 24h and 30d

▪ Allow to ease comparative analysis of the total number of messages received and those 
received with CRC error across the different frequencies used



2. RESTRICTIONS SOLVED
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• Some fixes on gateway list filtering feature:

▪ Filtering on status does not work if creation date is less than 1 hour [SOLVED]

▪ Incorrect total count when no gateway to return with status filtering [SOLVED]

▪ Results of filtering with all status filter and no filter are not equals [SOLVED]

• Can't try again after CSV import failure [SOLVED]

• Bulk selection is not kept after changing page [SOLVED in 4.8.1]



3. CONSTRAINTS & 
RESTRICTIONS
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• Configuring the backhaul interfaces is only possible at gateway level, it will possible at 
group level (for a batch of gateways) in a next release

• Minimal mode for get logs command is not available for gateways with KerOS 6 FW

• RSSI/SNR distribution graph is only available for last hour

• A relogin is necessary for the changes on the user’s rights to be applied

• Feature for importing gateways by CSV file is limited to Kerlink team (no access for 
customer), please contact Kerlink support team if you need to declare many gateways



Thank you!

www.kerlink.com
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